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By Order of the Police Commissioner 
 
POLICY 
 
1. Permitted Usage.  It is the policy of the Baltimore Police Department (BPD) to allow and 

encourage the use of BPDnet and Internet services to support the accomplishment of the 
various missions of the BPD. This policy applies to all forms of BPDnet and Internet usage, 
including email and other types of data manipulation. 

 
2. Restricted Access.  The BPD reserves, and may exercise, the right to access, intercept, 

record, and disclose any and all communications, either sent or received, using BPD 
electronic communications systems unless prohibited by law or privilege. Members are not 
guaranteed, and should not expect, privacy while using BPD computers. Therefore, members 
should avoid using the BPDnet or the Internet for personal and/or private activities. 

 
3. No Expectation of Privacy.  By making use of any BPD equipment, members consent to 

monitoring of their activities by the Information Technology Section (ITS) and are advised that 
if such monitoring reveals possible evidence of criminal activity or misconduct, ITS personnel 
will provide such evidence to investigators or appropriate outside law enforcement officials.The 
information contained in this Policy applies to the management of BPDnet and Internet 
services throughout the BPD, including the use of BPD-provided telecommunications 
resources in a member’s private residence. It also applies to the use of all BPD networking 
services and related equipment during both working and non-working hours. 

 
4. Internal Policies.  The ITS Section may, as necessary, supplement this policy with the 

creation of internal policies regarding the content and management of BPDnet and Internet data 
and information. 

 
 
GENERAL 
 
The BPDnet is a secure, internal, wide area network (WAN) designed to afford efficient and effective 
access to BPD software applications, and to facilitate automated communications between 
members, the BPD, and authorized outside agencies. 
 
The Internet is a public telecommunications service that was established as a cooperative effort to 
provide worldwide networking services among educational institutions, government agencies and 
various commercial and non-profit organizations. It provides email access outside the Baltimore City 
networking environment, coupled with access to remote computer networks, file transfers, the World 
Wide Web (www), and wide area information servers. 
 
REQUIRED ACTION 
 
Member 



  Policy 1306            BPDnet & INTERNET USAGE POLICY Page 2 of 5 
 
 
1. During working hours, BPDnet and Internet services provided by the BPD are for authorized 

purposes only. As it is in the best interests of the BPD that its personnel maintain 
proficiency in using both the BPDnet and the Internet, this may include using Internet services 
to train personnel on the use of the Internet provided that appropriate supervisory approval 
has been obtained. 

 
NOTE: Internet usage must not, at any time, disrupt operation of the BPD’s computer network or 

interfere with an employee’s productivity. Members are cautioned that Internet usage 
increases the risk of external attacks by malicious programs such as viruses or “Trojan 
Horses,” and that unauthorized, external access to confidential information, or complete 
malfunction of the computer system itself, may result. 

 
2. Unless a specific requirement calls for a unique approach, Internet Explorer, Google Chrome 

and Mozilla Firefox are the only web browsers to be used to achieve BPDnet or Internet 
access. If alternative methods of access are required they must be coordinated with ITS. 

 
3. Caution must be exercised when using BPD Internet services to access social networking or 

other similar internet sites (e.g. MySpace, Facebook, Twitter, eBay, Craigslist, etc.).  The 
criminal element is able to use certain web tools to identify the users that visit those sites and 
could therefore compromise or contaminate any investigative efforts. 

 
 3.1. The ITS recommends the use of either a covert Personal Computer (PC) system,  

 such as one provided by the Cyber and Electronic Crimes Unit, or the use of a non-BPD 
 internet connection, such as one found in a public library, when accessing internet 
 sites of this type. 

 
 3.2. The use of any departmentally-provided covert PC system or device (including any 

 wireless modem or “air card”), and the use of any departmentally-provided covert 
 internet access, must conform to the restrictions and requirements outlined in this 
 Policy. 

 
 3.3. The use of any departmentally-provided covert PC system or device (including any 

 wireless modem or “air card”), and the use of any departmentally-provided covert 
 internet access, is strictly limited to official law enforcement purposes only. Use of such 
 devices or internet access for personal and/or non-law enforcement purposes is strictly 
 forbidden. 

 
4. Consistent with law and BPD policy, and only in the course of their official duties, 

members may use BPD Internet services to exchange law enforcement-related information both 
internally and with the general public. 

 
5. Information technology security requirements will always be the primary consideration when 

utilizing BPDnet and Internet services. Members will observe all security precautions prescribed 
by the ITS when processing or storing data on any BPD computers connected to the Internet, 
and when transmitting data on or through the Internet. 

 
 5.1. In any matter related to the storage, transmission, or deletion of classified data, the 

Director, ITS, will be the BPD's principal accrediting and approving authority. 
 
6. Departmentally-provided, ITS-installed antivirus software must be used in conjunction with any 
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and all Internet access whenever using BPD Internet services. 
 
7. Members may not use BPD printers, scanners, or related supplies in conjunction with 

personal Internet activities. 
 
8. BPD computers and BPD Internet services may not be used for any of the following: 
 
 8.1. Obtaining, transmitting, storing, or viewing sexually explicit or pornographic material,  

 unless directly related to an actual law enforcement purpose and with the prior 
 notification to, and acknowledgement by, the appropriate Division Chief and the 
 Director, ITS. 

 
 8.2. The pursuit of private commercial business activities or profit-making ventures (i.e., 

 operating a private business enterprise, the Internet sale of privately owned property, 
 etc.). 

 
 8.3. Political activity of any sort, including matters directed toward the success or failure of a 

 political party, a candidate for any elected or appointed judicial or political office, or any 
 partisan political group. 

 
 8.4. Direct or indirect lobbying of any kind. 
 
 8.5. Use of Internet sites that result in any costs, charges, or other form of debt to the 

 BPD. 
 
 8.6. Engaging in prohibited discriminatory conduct. 
 
 8.7. Any activity that would bring discredit on the BPD. 
 
 8.8. Any violation of any law, statute, code, or regulation. 
 
9. As determined by the Director, ITS, ITS personnel will take immediate action against a 

member’s user account for any of the following: 
 
 9.1. Game playing. 
 
 9.2. Sending excessive electronic messages of any kind, including, but not limited to, 

 electronic chain letters or mass electronic mailings (“spamming”). 
 
 9.3. Printing excessive copies of documents, files, data or programs. 
 
 9.4. Modifying system facilities, operating systems, or disk partitions. 
 
 9.5. Installing or downloading non-BPD software or screen images. 
 
 9.6. Placing unlawful, inflammatory, or inappropriate information on the Internet. 
 
 9.7. Using BPD equipment or services for personal gain. 
 
 9.8. Sending or forwarding sexually or racially harassing / discriminatory messages. 
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 9.9. Copying software in violation of applicable software license agreements. 
 
 9.10. Sending law enforcement-sensitive information outside of the BP  for reasons other 

 than official business. 
 
 9.11. Refusing to cooperate with a computer security investigation. 
 
 9.12. Using another person’s work without permission and proper attribution. 
 
 9.13. Using abusive or objectionable language, in any public or private message, unless 

 necessary for official purposes (such as conveying a direct quote). 
 
 9.14. Attempting to gain unauthorized access to any computer system, file, or email 

 accounts, except as may be necessary in the course of a legitimate criminal 
 investigation. 

 
 9.15. Downloading any type of music, movies or unauthorized software. 
 
 9.16. Downloading or distributing objectionable, inflammatory, or inappropriate content. 
 
 9.17. Personal financial transactions (i.e.  shopping,  banking,  participating  in  an  on-line 

 auction, etc.). 
 
10. At no time may a BPD email address be used in a manner that will give the impression that the 

BPD has authorized any form of electronic communication. 
 
NOTE: Personal use of any type of email account cannot interfere with the official business of 

the BPD. Harmful activity (i.e., “spamming” another email account, disseminating a “chain 
letter,” etc.), or the expenditure of any amount of time considered by a supervisor to be 
detrimental to unit/command/BPD operations, is strictly prohibited. 

 
11. All users of BPDnet or Internet resources must ensure that basic principles of professional 

accountability and responsibility apply to both the use of these networks and any 
dissemination of electronic data. 

 
Commanding Officer 
 
1. Designate a point of contact within your Command for the coordination of BPDnet and Internet 

usage. Provide the Director, ITS, with contact information for the person selected. 
 
2. Hold subordinates accountable for the professional, efficient and cost-effective use of all 

BPDnet and Internet services. 
 
3. Ensure that any information created within your Command and made available via the BPDnet 

or the Internet is accurate, relevant to departmental or law enforcement purposes, and 
professionally presented. 

 
Director, Information Technology Section 
 
1. Ensure that use of the BPDnet or Internet by the various Commands is consistent with these 

policies and guidelines. 
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2. Coordinate and oversee BPDnet or Internet activities and network data management. 
 
3. As necessary, establish procedures to promote BPD-wide interoperability and cooperation. 
 
4. Determine  and  provide  the  necessary  safeguards  to  ensure  the  availability,  integrity  and 

confidentiality of all ITS-related systems and procedures within the various Commands. 
 
5. Where applicable, adhere to established BPD email and network address management policies. 
 
6. Participate in developing Internet information content, usage policy and operating standards. 
 
7. Assess and evaluate BPD needs for BPDnet or Internet access within the various 

Commands. 
 
8. Determine the appropriate management controls and/or safeguards so as to protect BPDnet 

and BPD Internet services. 
 
9. Periodically  assess  the  effectiveness  of  established  management  controls  for  BPDnet  or 

Internet access within the various Commands. 
 
10. For members who have a justifiable need for BPDnet or Internet access while at home or on 

authorized travel, request or recommend connectivity mechanisms in accordance with this 
Policy and related departmental policies. 

 
 
ASSOCIATED POLICIES 
 
Policy 1303, Departmental Email Usage 
Policy 1305, Use of Departmental Personal Computer Systems. 
Policy 1307, Personal Communication Devices 
 
 
RESCISSION 
 
Remove and destroy/recycle General Order M-6, BPDnet & Internet Usage Policy, dated 6 May 2011. 
 
 
COMMUNICATION OF POLICY 
 
This policy is effective on the date listed herein. Each employee is responsible for complying with the 
contents of this policy. 
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